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The 10-Second

@ Mystery:
How Your Computer
Wakes Up
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THE WHOLE TALK, ONCE

Ten runners, one baton

PSU UEFI KEYS GRUB KERNEL INITRD

GULLeme6tT 6m&HMLLIT, &(HLIL| HlemIy.
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ROOT

SYSTEMD

UDEV

LOGIN
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THE ONE IDEA

Do one job. Hand over. Vanish.

( )

RUNNER 2

O takes the
baton

\ J

6T6V6EVIM(MHLD GCI&M(EHELD Geuem6V. SILILMLD B (H &S 3, (6THE(S.




SECTION ONE

Electricity

FMooLILG6UIT 6UIT (LP6BTEOTITLY, &IT650TL.
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01/710 - POWER SUPPLY —

The button is a doorbell

siyevoTL &iflwm @\ (Hb&IT &iTesT CPU &evoT6t0T &)MD85(5)LD.

RAILS COMING UP
CPU

YOUR THUMB 12V

o I —

C

. S

5.3V
.WR_OK "rails steady, you can start” fetch OxFFFFFFFO

PS_ON#

HANDs oVER TO CPU, out of reset

TIRUNELVELI
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02/10 - UEFI FIRMWARE

Attendance before anything else
66V WIM(TH WIM(T Q) (HEHSMTEISED)| (LP&H6V6V LITE S8 (8LD.

a Y  ROLL CALL
FIRST
INSTRUCTION RAM timings trained, size counted
SPI flash chip
on the motherboard CORES one wakes the rest
\_ J
l PCle every slot walked and counted
ACPI tables written for the OS to read

________________________________________________________________________________
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03 /10 - SECURE BOOT

The only bouncer in the chain

oLy STT(H STL(HMS. @6V6V6sTIT 2 6T6IT 6L DML L THIS.

db KEYS

totally-legit.efi

unsigned - no key

HANDS OVER TO A loader it trusts

TIRUNELVELI
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Security Violation

4

grubxé64.ef1i
signed - keyindb

mokutil --sb-state
sbctl status
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Interval

POWER GOOD

. g

—— Current eu(mLom?

P KEYBOARD 41

~ —

6T6VEVIT(HLD CUHSTEET?

““““

SECURE BOOT

> =

Signature valid-&4? —

TIRUNELVELI
TECH
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SECTION TWO

The disk

@\LGUIT &T6tT &6V G6LEm 6V QY FLDLILD.
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04 /10 - BOOTLOADER

The menu nobody reads

esst)| Ol&&6voTL SITL(HILD. WIM(HLD LIg&HEH66M LDITLLITHIS.

ON DISK - /Iboot *xUbuntu

vmlinuz Advanced options

.. . Memory test
initramfs.1mg

grub.cfg
BOOTING IN 1

HANDS oVER TO The kernel, now in memory

TIRUNELVELI
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IN RAM

vimlinuz

initramfs.img

root=UUID=8f2c.. ro
quiet
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05/ 10 - KERNEL

A zip file that opens itself

STt SMH G, STG6T GoLsmev QY FLOLNG (SLD.

vmlinuz - 13 MB compressed
CAN IT READ THE
— DISK?

unpacked itself - 50 MB in RAM

C— p—

page tables scheduler SMP cores

memory mapped time slicing on allbrought up x
Decompressing Linux... done. the driver it needs
Booting the kernel. is not inside it

HANDS OVER TO [init, inside the initramfs

R TIRUNELVELI
) l.l.l'l DA TEcH
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06 /10 - INITRAMFS

A rented room in RAM
eumLens 6 (h). Cl&mH S 6(h HlevL& (&M 6UenTE S LD.

-----------------------------------------------------------------------

El IN RAM - TEMPORARY \E
tiny userspace + drivers
E nvme ahc1i E
E dm-crypt Lvm ;
; waiting for root device... ;

o mm Em mm Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em Em B Em Em Em Em Em Em Em Em we

ON DISK - REAL, LOCKED

/dev/mapper/root - open

passphrase accepted

mount -o ro /dev/mapper/root /sysroot
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07 /710 - SWITCH_ROOT

Same seat, new person
6i(H) mMIGI. 4601T PID 1 4GS 1,(6Th.

HANDsS OVER TO systemd, on the real disk

o TIRUNELVELI
D :l.l'. DA TEcH
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exec switch_root / /sbin/init

.

DISK - THE REAL HOUSE

Isbin/init -~ systemd

/ is now the real root

1 PID - SAME PROCESS
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Interval, round two

A

TIRUNELVELI
TECH

MMMMMMMMM

steng Boot Lierever?

- o Basic Drwers :
o Mount Root
& Find Real System
& Do the Job

& Handover & Exit 4

100% BOSS MODE ALLOCATING...

e e
' SYSTEM UNDER CONTROL

sT606VMGLD 6T S mei! Main GH(B UDTHGL SEISSTET.
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SECTION THREE

Userspace

@\LGuIT eTevevITOL Frgmyeset L|GFm&FITLD &MmeoT.
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Queue vs everyone at once

Grre6oT H6vIL HIUL ©)6V6V. 6TEVEVIT(THLD ¢R6v8T650TTEEU &)6TLDLISTH)|LD.

OLD SysV INIT - ONE AFTER ANOTHER
total: everything added up

SYSTEMD - ALL AT ONCE, THEN ONE GOAL

journald G
®

dbus G _
NetworkManager graphical

- ///000000000000__/]

: .target

G
bluetooth B
gdm G

HANDS OVER TO EvVery service, together

o TIRUNELVELI
. :l.l'. DA TEcH
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09 /10 - UDEYV

The kernel shouts, udev answers

6T6VEVIT(MHLD 6T(LPIHGIL L ITHISETTeY)| LIS (&M Geusmev.

KERNEL UDEV RULE

load module

uevent .
push firmware

HANDS OVER TO A screen that can actually draw

o TIRUNELVELI
D l.l.l'l DA TEcH
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/dev/nvme0 /dev/sda

/dev/input/event4 /dev/snd

/dev/dri/card® - GPU firmware loaded
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gdm asks. PAM decides.

©) 5155 &M6sT @HG 6T6V6VIT GELEMEVU|LD.

PAM

shadow
GEY fingerprint

¢ authenticated v Ldap

the actual decision

gdm greeter

HANDS OVER TO You

TIRUNELVELI
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DEBUGGING, THE SHORT VERSION

Which runner dropped the baton?

Security Violation Gave up waiting for root device Kernel panic - not syncing:
: S
s Attempted to kill 1init!
PID: 1
Runner 3 - Secure Boot Runner 6 - initramfs Runner 7 - switch_root
Unsigned loader. Sign it or turn it off. Wrong root=, or the driver is missing. PID 1 died. Nobody is left to run.

eTy 1y ClGCsF LIgms. wm(m GULLen6sT 656N LITMEISE60)| HE| Cl&FmTeVeY|LD.

TIRUNELVELI
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Last interval
SYSTEMD

T oot HRET e
; g Start Services SYSTEMI
[ Mount Filesystems WORK"?:E%
| Activate Devices WEET--H'
[ Bring up Network
M Start Display Manager
7 Reach Mufﬁ-UserﬂTargef

e
&
& i =

3,

1';r't.fﬁlq:a:rme

Enter your password 2>

A new session awaits...

&

TIRUNELVELI
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MID-RANGE LAPTOP, NVME DISK

Where the seconds go

GRUB menu - 1.0 s
Kernel - 0.8 s
initramfs - 0.7 s
systemd, services _ 2.1s
Greeter on screen 0.5s

braiss SIL(HM 60lesTEH6M @l6v6v. GHITLD collFLDG6UF6V GLIMEGSI.

TIRUNELVELI
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SAME SHAPE, OTHER NAMES

Windows runs the same relay

WINDOWS

grubxé64.ef1 bootmgfw.ef1

vinlinuz = ntoskrnl.exe
initramfs = boot-start drivers
systemd = smss.exe, wininit.exe

gdm greeter winlogon.exe

Gu(m Ceoum). Geuemev ¢R6v88TETD)| &IT6DT.

TIRUNELVELI
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THAT IS THE WHOLE TRICK

handoffs,
one button

braigs LILL6oT Lilyery Liesoressimis. LIS g GL(F Geuenev (PL&&mmhis. HeosTm).

TRY IT TONIGHT

TIRUNELVELI
systemd-analyze blame ~ TECH

COMMUNITY

- Talk by Ebrahim Nihal



https://creativecommons.org/licenses/by/4.0/
https://www.linkedin.com/in/nihalebr/

